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Introduction

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook booklet,
“Consigned Items and Other Customer Services,” is prepared for use by OCC examiners in
connection with the examination and supervision of national banks and federal savings
associations (collectively, banks). This booklet provides general information on several
issues relating to consigned items and other customer services. Each bank is different and
may present specific issues. Accordingly, examiners should apply the information in this
booklet consistent with each bank’s individual circumstances. When it is necessary to
distinguish between them, national banks and federal savings associations (FSA) are referred
to separately.

Overview
Banks often pr mgr services that are not related to loan or deposit products. These
customer services inglud ned items (traveler’s checks, money orders, and certain
types of coins) and o omer services (rentals of safe deposit boxes, messenger
services, and limited serty ion to lotteries). These services generate fee income for

banks but may result in the
services are not recorded as a
oversight, banks should have a ris
systems, such as comprehensive pol

ing contingent liabilities. In addition, these items and
igilities on banks’ general ledgers. To provide prudent
anagement framework that includes effective control

.es,yures, and audit coverage.

Consigned items include the following.

Consigned Items

Traveler’s checks: The use of traveler’s checks (issu
Thomas Cook, or Visa) has declined with the availabilit
credit cards. Many banks no longer sell traveler’s checks,
the product. Banks usually sell traveler’s checks in multiple dem@ ns and currencies,
including U.S. dollars. Banks generally charge fees for issuing trawele?’s checks, with fees
varying depending on the types of accounts that customers have with the banks. Fees are
typically shared between the bank and issuing traveler’s check company. Banks may also
charge fees for exchanging traveler’s checks for euros or other local currencies. One of the
consumer benefits of traveler’s checks is that the issuing bank replaces, at no extra charge,
lost or stolen traveler’s checks.

n Express, MasterCard,
ad teller machines and
panks continue to offer

Money orders: Money orders are less common than they used to be because of online
payment services. Customers pay for money orders at the time of purchase. Money orders are
guaranteed to pay out as long as there is no stop payment or hold. Most banks charge fees to
issue money orders, although banks may waive the fees depending on the types of accounts
the customers have with the banks or other circumstances. The banks print the customers’
desired amount on the money orders, and the customers fill in the payee line. Money orders
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are still used for large purchases, for example, cars, when retailers do not accept debit cards
or personal checks. Banks may have maximum issue amounts for money orders.

Certain types of coins: National banks, as a selling agent or as a purchaser, may hold
inventories of commemorative coins for sale to their customers.! The commemorative coins,
manufactured by the U.S. Mint or another entity, honor a person, place, or event.

National banks may buy and sell commemorative coins regardless of whether they have been
issued by the U.S. Mint or by another entity.? National banks may acquire or sell coins other
than commemorative coins only if the coins’ values are based on metallic content.® National
banks may acquire and subsequently sell such coins if they constitute collateral for a debt
previously contracted.

FSAs also have the ority to purchase or sell commemorative coins pursuant to their
general authority in personal tangible property under 12 USC 1464(c)(2)(C).* The
purchase and sal€’o issued by the U.S. Treasury are preapproved for FSAS’ service
corporations.®

Other Customer Services

For the purposes of this bookl , sgfe deposit boxes, and messenger services fall
under *“other customer services.”

Lotteries /

Federal law prohibits banks from making, takin
lottery tickets and from announcing, advertising

elling, redeeming, or collecting
ing the existence of any lottery or

! Refer to OCC Banking Circular 58 (Rev), supplement 1, “Sale of Commemorative Coins,” December 28,
1983.

2 Refer to OCC Interpretive Letter #840, September 21, 1998.
3 Refer to OCC Banking Circular 58 (Rev), “Coin and Bullion,” November 3, 1981.

4 Refer to the former Federal Home Loan Bank Board Deputy General Counsel Letter, May 18, 1988 (1988
FHLBB Lexis 137).

5> Refer to 12 CFR 5.59(f)(6)(iv), “Service Corporations of Federal Savings Associations.”
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the existence or identity of any participant or winner of a lottery.® The OCC has issued
interpretive letters that explain what activities constitute lottery advertisement.’

National banks and FSAs, however, are permitted to provide some services in connection
with state lotteries. For example, national banks may accept deposits or cash, handle checks,
or perform other banking services for states operating lotteries or for any officers or
employees of states that administer lotteries.® The OCC issued an interpretive letter that
provides more guidance on the types of banking services that national banks may provide to
a state lottery.® FSAs are permitted to accept funds and perform lawful services for any states
operating lotteries or any officers or employees of states that administer lotteries.*°

The OCC considers a lottery to have three elements: (1) prize distribution; (2) chance, or the
determination of an outcome, not by skill or known or fixed rules, but by the happening of a
subsequent event, incapable of ascertainment or accomplishment by means of human
foresight or ingen (3) consideration, an advance of money or credit (for example, a
r the possibility or expectation that one or more but not all of

s may make weight-loss challenge programs available

to their employees if certal jonk are met. ™!

Safe Deposit Boxes

> vaults and are rented to customers for
veral safe deposit boxes of varying sizes

Safe deposit boxes are usually located MSi

storing their valuable items. Banks usually'h
available for rent. The customer pays a fee to re
bank assumes the responsibility of exercising r
the box’s contents from unauthorized entry, fire o

12 USC 1463(e), “Participation by Savings Associations in Lotteries a
Savings Promotion Act, Pub. L. No. 113-251, 128 Stat. 2888, enacted in

sole consideration required for a chance of winning designated prizes is obtained™0y the deposit of a specified
amount of money in a savings account or other savings program, where each ticket or entry has an equal chance
of being drawn.

" Refer to OCC Interpretive Letter #900, June 19, 2000; OCC Interpretive Letter #923, December 19, 2001; and
OCC Interpretive Letter #1085, March 8, 2007.

8 Refer to 12 USC 25a(d).

9 Refer to OCC Interpretive Letter #752, September 26, 1996.

10 Refer to 12 USC 1463(e)(4), “Participation by Savings Associations in Lotteries and Related Activities.”

11 Although weight-loss challenge programs that award prizes based on participating teams’ overall weight-loss
percentages or individual weight loss may incorporate the element of a prize, the OCC does not consider these

programs to contain the elements of chance and consideration and therefore are not considered to be lotteries.
Refer to OCC Interpretive Letter #1153, May 11, 2015.
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malfunction, or forces of nature. The bank, however, does not insure the contents of the safe
deposit box against loss. The customer is not required to disclose the contents of the box to
the bank.

The bank should execute a rental agreement or contract with the customer to disclose all
associated rights, responsibilities, liabilities, and fees. For example, the rental agreement
should disclose that the contents are not insured against loss and state that if the rental fee is
not paid according to the rental agreement, the agreement allows the bank to open the box
without the customer’s consent.?

The bank should use controls to provide certainty that only the safe deposit box customer and
other authorized persons have access to and the ability to remove items from the box. The
bank should have privacy rooms or areas available outside of the vault for the customer and
other authorized pers@gs to view the box’s contents.

The bank may défen
demonstrating that t
The two primary contr.

ainst a claim of unauthorized access or missing items by
its employees complied with the bank’s established controls.
dual control and authorized signature.

e Dual control: At least
customer—are required to
should be permitted to access a

pe@plé—a bank employee and the safe deposit box

S together. Neither bank employees nor customers
x alorje. Typically, a bank employee and the customer

each have a key, both of which

require@to gain entry to the box. In addition, the bank
should have controls to provide certdin nly employees allowed to access safe
e

deposit boxes have access to the keys: be controls over keys of unrented
boxes. After closure of a safe deposit acCou endered boxes should have their
locks changed, even if the customers return
e Authorized signature: When a customer ope it account, all persons
authorized by the customer to access the box sign I
standard measures of care to identify the customer (a rized persons) and allow
only those persons to access the box. The bank should ) listing the date,
time, and names of persons accessing the vault and indivi posit boxes.

In certain situations, the bank may open a customer’s safe deposit box without the customer’s
permission. These situations include

court orders.

search warrants.

delinquency in rental fees.

requests from estate administrators or executors with proper legal authority and in
accordance with state law.

e Dbank branch closures.

12 Most state escheat laws consider non-payment of safe deposit box rent as the trigger for the start of the
eligibility period for escheatment of the contents of the safe deposit box. Banks should consult their legal
counsel for the specifics of their state escheatment laws.
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Generally, when the bank opens a safe deposit box by force, at least two people should be
present to inventory the box’s contents. The bank keeps the contents in the vault for
safekeeping until the bank receives legal advice regarding the disposition of the contents.

Messenger Services

National banks may provide messenger services (sometimes referred to as courier services)
to transport banking-related items (e.g., cash, checks, and other financial items) for
customers. Messenger service is defined in 12 CFR 7.1012 as any service, such as a courier
service or armored car service, used by a national bank and its customers to pick up from,
and deliver to, specific customers at locations such as their homes or offices, items relating to
transactions between the bank and those customers. A national bank may provide messenger
services to other financial institutions not affiliated with the bank as well as to non-financial
institutions having ngggeposit relationship with the bank.

engage in the business of providing courier (or messenger)
services to the gener, der 12 CFR 5.59(f)(2)(v), provided such services are limited
to financial document nclal clients, or are otherwise finance-related.

A national bank may providefmeSsen@er services itself or may contract with independent
couriers to provide the servic

operating subsidiaries) must obtain O 0 establish a branch pursuant to

A national bank that proposes to prowide ?ger services itself (directly or through
0
12 CFR 5.30(f)(2). The messenger servic&1s gonsgide

engaging in a branching function if
ithdrawals by transporting

. The national bank may request
approval for multiple messenger services to serve ral geographic area but does

not need to list specific locations.

If the national bank uses a third party to provide messenge oé'tiTat facilitate receiving
deposits, making loans, or account withdrawals, the bank doeS g@ 0 obtain approval
from the OCC to establish a branch. The OCC reviews on a case¥ay.c#8e basis whether a
messenger service is established by a third party, after considering all the circumstances.
Under 12 CFR 7.1012(c)(2), a messenger service is clearly established by a third party if

e aparty other than the national bank owns or rents the messenger service and its facilities
and employs the persons who provide the service.

o the messenger service retains the discretion to determine in its own business judgment
which customers and geographic areas it will serve.

e if the messenger service and the bank are under common ownership or control, the
messenger service actually provides its services to the general public, including other
depository institutions, and retains the discretion to determine in its own business
judgment which customers and geographic areas it will serve.

13 Refer to OCC Corporate Decision 2003-9, June 25, 2003.
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e the messenger service maintains ultimate responsibility for scheduling, movement, and
routing.

e the messenger service does not operate under the bank’s name, and the bank and the
messenger service do not advertise, or otherwise represent, that the bank itself provides
the service, although the bank may advertise that its customers may use one or more
third-party messenger services to transact business with the bank.

e the messenger service assumes responsibility for the items during transit and for
maintaining adequate insurance covering theft, employee fidelity, and other in-transit
losses.

e the messenger service acts as the customer’s agent when the items are in transit. The bank
deems the items intended for deposit as deposited when credited to the customer’s
account at the bank’s main office, one of its branches, or another permissible facility,
such as a back office facility that is not a branch. The bank deems items representing
withdrawals as when the messenger service receives the items.

If the national bank sathird party for messenger services, the bank should have
controls to provide c€rtajglty tiat those services are conducted according to safe and sound
banking practices.'* Seffie and sound practices include the following:

e Costs are properly allocatgd.

e Customer problems are res the same manner and same process that the
bank generally follows.

e Parties clarify their legal relationSkigs.

e Parties establish appropriate procedurg§’to

e Parties establish appropriate procedures§or i
certifying withdrawal transactions, and esta

regating and properly recording items.
yfying customers seeking withdrawals,
enforcing appropriate withdrawal

limitations.
e Parties develop policies with respect to record ing, and disclosures to
customers to ensure that all legal requirements—inclu ws regarding financial

privacy, truth in savings, and funds availability—are

The national bank may defray all or part of the costs incurred b omer in transporting
items through a messenger service. Payment of those costs may orff§*Cover expenses
associated with each transaction involving the customer and the messenger service. The
national bank may impose terms, conditions, and limitations that it deems appropriate with
respect to the payment of such costs.®

The national bank may engage in certain activities in connection with third-party messenger
services. For example, the national bank may perform administrative services to manage the
relationship with independent messengers on behalf of customers.'® Administrative services
may include

14 Refer to OCC Interpretive Letter #839, August 3, 1998.
15 Refer to 12 CFR 7.1012(c)(3), “Messenger Service.”

16 Refer to OCC Interpretive Letter #1023, February 24, 2005.
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e managing a request for proposal process when the customer needs to hire a messenger.
The bank helps obtain the needed service at competitive prices. The bank may issue a
report that reviews and ranks the request for proposal responses and provides
recommendations regarding which messenger or messengers might meet the customer’s
needs.

e assisting the customer in setting up the services of both newly hired and existing
messengers to coordinate delivery of deposit-related materials to the bank from the
customer’s location. The bank may also assist the customer by recommending service
modifications when the customer’s circumstances change.

e assisting the customer in monitoring the continuing performance of third-party
messengers by ranking performance according to specific criteria, such as timeliness of
pickup and delivery. The bank may issue periodic performance reports to the customer.

e assisting the customer in tracking service-related problems and establishing ongoing
communication the customer and the messenger to help resolve any service-related

issues. The cusg pas the final decision-making authority on how to resolve any

issues.
Risks Associated h ®onsigned Items and
Other Customer vige
From a supervisory perspective, the potential that events will have an adverse effect on

eight categories of risk for bank supe es: credit, interest rate, liquidity, price,
operational, compliance, strategic, and regtta#®ny These categories are not mutually
exclusive. Any product or service may expdSe a BagiK tagnultiple risks. Risks also may be
interdependent and positively or negatively corr iners should be aware of this
interdependence and assess the effect in a consistex lusive manner. Examiners also
should be alert to concentrations that can significant . Concentrations can
accumulate within and across products, business lines, ge ic@reas, countries, and legal
entities. Refer to the “Bank Supervision Process” booklet oller’s Handbook for
an expanded discussion of banking risks and their definitions:

a bank’s current or projected financ Coyﬂ and resilience. 18 The OCC has defined
r

The risks associated with banks offering consigned items or other customer services are
operational, strategic, compliance, and reputation risk.

Operational Risk

Operational risk is the risk to current or projected financial condition and resilience arising
from inadequate or failed internal processes or systems, human errors or misconduct, or
adverse external events. Operational risk in connection with consigned items and other

17 Financial condition includes impacts from diminished capital and liquidity. Capital in this context includes
potential impacts from losses, reduced earnings, and market value of equity.

18 Resilience recognizes the bank’s ability to withstand periods of stress.
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customer services can arise from poor internal controls, the failure of internal processes or
systems, internal and external fraud, errors, and adverse external events.

Management should anticipate and effectively manage the bank’s exposure to operational
risk. The bank should have adequate internal controls including comprehensive and effective
policies and procedures and audit coverage to assess compliance with policies and
procedures.

Strategic Risk

Strategic risk is the risk to current or anticipated earnings, capital, or reputation arising from
improper business decisions, poor implementation of business decisions, or lack of
responsiveness to changes in the banking industry or operating environment. Strategic risk
can increase if manag@gent and the board of directors do not carefully decide what
consigned items 3 @ customer services to offer, or fail to plan appropriately when
offering new cofisig or other customer services. Failure to offer certain consigned
items and other custe

offer, banks should determingiwh
appropriate due diligence, incltei

rvices their competitors typically offer and conduct
enefit analysis.

Strategic risk can also increase whe agegient and the board do not effectively manage
the risks associated with consigned items customer services.

Compliance Risk

Compliance risk is the risk to current and anticipate capital arising from
violations of applicable laws or regulations, or nonconfor e other guidance,

prescribed practices, policies, or procedures.

In offering consigned items and other customer services, banks ‘@ onform to all
applicable OCC guidance and comply with all applicable consuméefgrotection laws and
regulations relating to consigned items and other customer services.

Banks must comply with all Bank Secrecy Act (BSA) and anti-money laundering (AML)
laws and regulations and should operate consistent with BSA and AML guidance for
consigned items and other customer services. Specifically, banks should consider the BSA,
the USA PATRIOT Act, and the regulations of the Office of Foreign Assets Control. Banks
should properly integrate consigned items and other customer services into BSA compliance
programs,® taking into account the requirements that relate to reporting suspicious activities,
and reporting large currency transactions.?°

19 Refer to 12 CFR 21.21, “Procedures for Monitoring Bank Secrecy Act (BSA) Compliance.”

20 Refer to 12 CFR 21.11, “Suspicious Activity Report” for national banks and 12 CFR 163.180, “Suspicious
Activity Reports and Other Reports and Statements” for FSAs.
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Reputation Risk

Reputation risk is the risk to current or projected financial condition and resilience arising
from negative public opinion. The risk may impair a bank’s competitiveness by affecting its
ability to establish new relationships or services or continue servicing existing relationships.
Reputation risk is inherent in all bank activities. Threats to a bank’s reputation also may
result from negative publicity regarding matters such as violations of laws or regulations or
high-profile litigation. Reputation risk can increase when management and the board do not
effectively manage the risks associated with consigned items and other customer services and
consequently receive negative publicity or become engaged in high-profile litigation.

Risk Management

Each bank should i , measure, monitor, and control risk by implementing an effective
risk manageme ppropriate for the size and the complexity of its operations. When
examiners assess the cliepess of a bank’s risk management system, they consider the
bank’s policies, processgégersdnnel, and control systems. Refer to the “Bank Supervision
Process” booklet of thesgomptrolleg’s Handbook for an expanded discussion of risk
management. &

Banks should maintain risk ma t amgl control systems for consigned items and other
customer services that include effecfive and*comprehensive policies, procedures, and audit
coverage.

ropriate internal control standards for
esg@hprocedures should provide for
@ f duties. For example, banks

d couSi items and granting access
onciling general ledger

Effective risk management systems should
consigned items and other customer services. P
effective safeguards, such as dual controls and seg
should have dual controls when inventorying unissue
to safe deposit boxes. Segregation of duties should be use
accounts.

Banks should have processes that address maintenance of accufe o#ds of inventories and
sales. Bank employees should generate control totals and balance nctions daily.
Periodically, employees should perform a physical inventory of the items to validate the
control totals. Risk management systems should provide appropriate processes governing
conformance with applicable OCC guidance. Risk management systems should also enable
banks to comply with all BSA and AML laws and regulations, and to follow BSA and AML
guidance in connection with consigned items and other customer services.

Risk management systems should have controls to protect against loss of safe deposit box
contents from adverse external events such as natural disasters, civil unrest, burglaries,
vandalism, fire or water damage, or fire suppression system malfunction. Regardless of the
type of adverse event that is contemplated, banks should maintain adequate insurance
coverage to provide protection against claims arising from mishandling, negligence, loss of
inventory, or other unforeseen occurrences.

Comptroller's Handbook 9 Consigned Items and Other Customer Services
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Banks that use third-party messenger services should have comprehensive policies. Banks’
procedures should provide that the messenger servicers assume responsibility for items
during transit and for maintaining adequate insurance covering theft, employee fidelity, and
other in-transit losses. Banks’ policies and procedures also should include appropriate
procedures for segregating and properly recording transported items.

Customer Identification Program Requirements

New customers opening safe deposit box accounts are considered to be opening an account?!
for purposes of the Customer Identification Program requirements of 31 CFR 1020.220.2

Maintaining Records for Each Sale of Money Orders
or Traveler's Checks

Banks should e
31 CFR 1010.415.%
orders and traveler’s

hey meet the records retention requirements of

equired to obtain and maintain records for sales of all money
ividual purchasers of $3,000 or more in currency.

If the purchaser has a dep n@with the bank, the bank must maintain the following
records:

Purchaser’s name

Date of purchase /
Type(s) of instrument(s) purchased

Serial number of each instrument purchased

Dollar amount of each instrument purchase
In addition, the bank must verify the purchaser’s identi#.

signature card or other bank file or record, provided the

address were previously verified and that information was
other file or record. The bank shall record the specific identifyig
issuance and number on the driver’s license).

can verify identity with a
t holder’s name and

e signature card or
ation (e.g., state of

<

If the purchaser does not have a deposit account with the bank, the bank must maintain the
following records:

e Purchaser’s name and address

21 Refer to 31 CFR 1020.100(a)(1), “Definitions.”

22 Refer to 31 CFR 1020.220, “Customer Identification Programs for Banks, Savings Associations, Credit
Unions, and Certain Non-Federally Regulated Banks.”

23 Refer to 31 CFR 1010.415, “Purchases of Bank Checks and Drafts, Cashier’s Checks, Money Orders and
Traveler’s Checks.”
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e Purchaser’s Social Security number; if the purchaser does not have a Social Security
number, the identification number on the permanent resident card

e Purchaser’s date of birth

e Date of purchase

e Type(s) of instrument(s) purchased

e Serial number of each instrument purchased

e Dollar amount of each instrument purchased

In addition, the bank must verify the purchaser’s name and address by examining documents
that are normally acceptable within the banking community for identification purposes when
cashing nondepositor checks and that contain the purchaser’s name and address. The bank
shall record the specific identifying information (e.g., state of issuance and number on the
driver’s license).

The bank shall ret
upon request at any

equired records for five years and shall make the records available

Refer to the Federal Figancmal Institutions Examination Council Bank Secrecy Act/Anti-
Money Laundering Exa tionfanRual for further guidance.

%

24 Refer to 31 CFR 1010.415(c), “Purchases of Bank Checks and Drafts, Cashier’s Checks, Money Orders and
Traveler’s Checks.”
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Examination Procedures

This booklet contains expanded procedures for examining specialized activities or specific
products or services that warrant extra attention beyond the core assessment contained in the
“Community Bank Supervision,” “Large Bank Supervision,” and “Federal Branches and
Agencies Supervision” booklets of the Comptroller’s Handbook. Examiners determine which
expanded procedures should be used, if any, during examination planning or after drawing
preliminary conclusions during the core assessment.

Scope

These procedures are designed to help examiners tailor the examination to each bank and

determine the scope @fthe examination of consigned items and other customer services. This

ider work performed by internal and external auditors, risk and

examiners in related areas. Examiners need to perform only those

at vant to the scope of the examination as determined by the
will every objective or step of the expanded procedures be

compliance funetion
objectives and steps
following objectives.
necessary.

Objective: To determine the scope tion of consigned items and other customer

1. Review the following sources of in W d note any previously identified problems
related to consigned items and other ctistgfMefseryices that require follow-up:

e Examination scope memorandum

e Previous reports of examination and work

e OCC correspondence with the bank involving
services

sigiied s and other customer
e Supervisory strategy
e Bank management’s responses to previous reports of ex@ gh and audit reports
e Customer complaints and litigation
2. Obtain and review any significant exceptions or issues related to consigned items or other
customer services in recent internal or external audit, compliance, or risk management

reports. Determine if management has taken appropriate corrective actions.

3. Obtain and review recent board or board committee minutes that relate to the consigned
items or other customer services.

4. In discussions with management, determine

e whether there have been any significant changes in policies, procedures, controls, or
personnel related to consigned items and other customer services.
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e whether there have been any changes to actual consigned items or customer services,
such as new products or services or significantly expanded products or services.

5. Determine the objective(s) and scope of the examination of consigned items and other

customer services based on the completion of these procedures and discussions with the
examiner-in-charge.

%
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Quantity of Risk

Conclusion: The quantity of each associated risk is
(low, moderate, or high).

Objective: To determine the quantity of operational risk associated with consigned items and other
customer services.

1.

10.

Review internal bank reports regarding consigned items and other customer services.
Identify and determine the significance of any changes in volume, types of products
offered, or market focus.

Compare the banitg supply of consigned items with the control ledger. Compare bank
S emittance records for unissued consigned items.

Determine if the fhvegtOr consigned items is under dual control.

nique, select a sample of sales of money orders and
e to determine whether the bank is meeting all record-
e examiner reviewing BSA/AML, as applicable.

Using an appropriatesampli
traveler’s checks for $3,0
keeping requirements. Co

Review safe deposit account opefing proggdures, and determine if the procedures are
sufficient to identify all authorized persghs

Determine how customers and authorized p jdentified before granting entry to

safe deposit boxes.

Review the safe deposit box log to determine if it 1n@ appeopriately updated.

customer services. Does insurance coverage include loss of @ nOsit box contents
from unauthorized access, fire or water damage, fire suppres tem malfunction, or
forces of nature?

Determine whether there is sufficient insurance coverageyfor &w ed items and other

Review employee access to safe deposit box keys.

Do only certain employees have access?

Are keys stored in a secured location?

Is access to keys of unrented boxes limited to certain employees?
Are locks changed on all surrendered boxes?

Determine how the bank handles court orders, search warrants, or letters related to estate
administrators or executors for safe deposit boxes. Does the bank flag access to the boxes
that are the subject of these types of documents?
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11.

12.

13.

Review the bank’s policies and procedures regarding the process for opening a safe
deposit box without permission from the customer renting the box. Do the policies and
procedures state what type of documentation must be maintained regarding the reason for
opening the box, what bank employees must be present when the box is opened, and
whether the contents of the box must be removed and stored in the bank’s vault?

Review the safe deposit box agreement or contract. Determine if bank counsel reviewed
the language. Does it contain language explaining that the bank does not insure the
contents of the box and state that if the rental fee is not paid according to the rental
agreement, the agreement allows the bank to open the box without the customer’s
consent?

If the national bank uses a third-party messenger service, review the contract or
agreement. Does #he agreement discuss the following?

e Allocatidn o

e Resolution offcus roblems

e Clarification o al relationship of the bank and the messenger service
e Appropriate segregation oper recording of items being transferred

e Lack of bank liability{or in transit

customer services.

Objective: To determine the quantity of c pliyr'sk associated with consigned items and other

1.

Using an appropriate sampling techniqu ample of safe deposit box accounts

Using an appropriate sampling technique, select a Sa
traveler’s checks and test for compliance with the re

of the sale of money orders or traveler’s checks for $3,000 ¢
Determine the level of compliance with the prohibition on handling of lottery tickets:

e 12 USC 25a (national banks)
e 12 USC 1463(e) (FSAS)

If the national bank provides messenger services and banking-related items are being
transported, did the national bank obtain approval from the OCC in accordance with
12 CFR 5.30(F)(2)? If not, is approval not required because the messenger services are
established by a third party?

If a third party provides messenger services and banking-related items are being
transported, is the bank meeting all the requirements of 12 CFR 7.1012(c)(2)?
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Quality of Risk Management

Conclusion: The quality of risk management is
(strong, satisfactory, insufficient, or weak).

The conclusion on risk management considers all risks associated with consigned items and
other customer services.

Policies

Policies are statements of actions adopted by a bank to pursue certain objectives. Policies
guide decisions, often set standards (on risk limits, for example), and should be consistent
with the bank’s undgf¥ing mission, risk appetite, and core values. Policies should be
reviewed periodig ffectiveness and approved by the board of directors or designated
board committe€.

Objective: To determine whétger the b has adopted effective policies that are consistent with
safe and sound banking practicesiandfappropriate to the size, nature, and scope of the bank’s
consigned items and other cu§tom®r services.

managing the bank’s consigned i customer services and are consistent with
applicable laws, regulations, and regulgtor dance.

3. Determine if policies require inventory of consigned It
employee control.

1. Evaluate relevant policies to det minyher they provide appropriate guidance for
anggot

2. Verify that the board or appropriate board ¢
the bank’s policies related to consigned item

riodically reviews and approves
ustomer services.

to Bg maintained under dual-

4. Determine if policies meet BSA/AML record-keeping requf @ egarding the sale of
money orders and traveler’s checks of $3,000 or more.

5. Review policies regarding employee access to safe deposit box keys. Do policies

limit access to only certain employees?

address key storage in a secured location?
address keys to unrented boxes?

address changing locks on all surrendered boxes?

6. If the national bank or FSA uses a third party for messenger services, determine if
policies cover the following:

e Proper cost allocation.
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e Resolution of customer problems through the same manner and same process that the
bank generally follows.

e Requirements for segregating and properly recording items.

e Appropriate procedures for identifying customers seeking withdrawals, certifying
withdrawal transactions, and establishing and enforcing appropriate withdrawal
limitations.

e Record keeping, reporting, and disclosures to customers to ensure that all legal
requirements—including compliance with any laws and regulations regarding
financial privacy, truth in savings, and funds availability—are satisfied.

Processes

Processes are the procedures, programs, and practices that impose order on a bank’s pursuit
of its objectives. Pra@€esses define how daily activities are carried out and help manage risk.
Effective proces, Q sistent with the underlying policies and are governed by
appropriate checks agd0a s (such as internal controls).

Objective: To determine wh
and other customer servic

has processes in place to define how consigned items
ciSion3jare carried out.

1. Evaluate how management rgMnes §onsigned items and other customer services

needs in the strategic planning pfocess.
2. Review procedures to determine if th% ficient to identify customers and other

individuals as persons authorized to ope#a part safe deposit box and whether
appropriate identification is documented to ML requirements.

3. Review procedures regarding opening safe dep S out the customer’s
permission. Do the procedures cover in sufficient detaj

court orders?

search warrants?

delinquency in rental fees?

requests from estate administrators or executors with proper legal authority and in
accordance with state law?

bank branch closures?

e where contents of box are stored if contents need to be removed?

e dual-employee witness of box opening?

4. Review procedures regarding consigned items. Do procedures include

e dual control requirements for unissued inventory?
e limits on the amount of inventory and teller working supply?
e segregation of duties for reconciliations?
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Personnel

Personnel are the bank staff and managers who execute or oversee processes. Personnel
should be qualified and competent, have clearly defined responsibilities, and be held
accountable for their actions. They should understand the bank’s mission, risk appetite, core
values, policies, and processes. Banks should design compensation programs to attract and
retain personnel, align with strategy, and appropriately balance risk-taking and reward.

Objective: To determine management’s ability to supervise consigned items and other customer
services in a safe and sound manner.

1. Given the scope and complexity of the bank’s consigned items and other customer
services, assess the management structure and staffing. Consider the following:

e Expertise and number of staff members.

encourage open communication and limit the chances of

e Management’s tec
customer services.

ovilledge and ability to manage consigned items and other

programs measure and reward pe apee that aligns with the bank’s strategic

2. Assess performance management and ¢ nsation programs. Consider whether these
objectives and risk tolerance. j

If the bank offers incentive compensation pr,
consistent with OCC Bulletin 2010-24, “Incent
on Sound Incentive Compensation Policies,” in
principles:

)ensation: Interagency Guidance
iance with its three key

e Provide employees with incentives that appropriatel

e Be compatible with effective controls and risk managente

e Be supported by strong corporate governance, including acti
oversight by the bank’s board.

e and effective

Control Systems

Control systems are the functions (such as internal and external audits and quality assurance)
and information systems that bank managers use to measure performance, make decisions
about risk, and assess the effectiveness of processes and personnel. Control functions should
have clear reporting lines, sufficient resources, and appropriate access and authority.
Management information systems should provide timely, accurate, and relevant feedback.

Comptroller's Handbook 18 Consigned Items and Other Customer Services



Version 1.0

Objective: To determine whether the bank has systems to provide accurate and timely assessments
of the risks associated with consigned items and other customer services.

1.

Evaluate the effectiveness of monitoring systems to identify, measure, and track
exceptions to policies and procedures.

Determine whether management information systems provide timely, accurate, and
useful information to evaluate risk levels and trends in the bank’s consigned items and
other customer services.

Objective: To determine that effective control systems are monitoring compliance with established
policies and processes.

1.

Determine the e iveness of the audit function in connection with consigned items and
other custom s. Consider

e scope, coverdge, uency of review(s).

e qualifications offau ersgnnel.

e comprehensiveneSgand agcuracy of findings and recommendations.

e adequacy and timelingss offollow-up.

e timeliness and appropri rective actions undertaken in response to
identified exceptions or issu

Evaluate the effectiveness of the com%

compliance risk in connection with consifne
Consider

nction in identifying and managing
i and other customer services.

scope, coverage, and frequency of review(s)

comprehensiveness and accuracy of findings and r mendations.
whether violations and exceptions are identified.

adequacy and timeliness of follow-up or corrective acto
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Conclusions

Conclusion: The aggregate level of each associated risk is
(low, moderate, or high).
The direction of each associated risk is
(increasing, stable, or decreasing).

Objective: To determine, document, and communicate overall findings and conclusions regarding
the examination of consigned items and other customer services.

1. Determine preliminary examination findings and conclusions and discuss with the
examiner-in-charge, including

Risk category

Operational

Strategic

Compliance

Reputation

2. Determine, in consultation with the examiner-in-charge, if the risks identified are
significant enough to merit bringing them to the board’s attention in the report of
examination. If so, prepare item for inclusion.

3. If substantive safety and soundness concerns remain unresolved that may have a material
adverse effect on the bank, further expand the scope of the examination by completing
verification procedures.

4. Discuss examination findings with bank management, including violations, matters
requiring attention, recommendations, and conclusions about risks and risk management
practices. If necessary, obtain commitments for corrective action.
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5. Compose conclusion comments, highlighting any issues that should be included in the
report of examination or supervisory correspondence. If necessary, compose matters
requiring attention or violations of law.

6. Develop an appropriate supervisory strategy that states what the OCC should do in the
future to effectively supervise consigned items and other customer services in the bank,
including time periods, staffing, and workdays required.

7. Update the OCC’s supervisory information systems and organize work papers.

e Update, organize, and reference work papers in accordance with OCC policy.

e Appropriately dispose of or secure any paper or electronic media that contain
sensitive bank or customer information in accordance with OCC policy.

%
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Internal Control Questionnaire

An internal control questionnaire (ICQ) helps an examiner assess a bank’s internal controls
for an area. ICQs typically address standard controls that provide day-to-day protection of
bank assets and financial records. The examiner decides the extent to which it is necessary to
complete or update ICQs during examination planning or after reviewing the findings and
conclusions of the core assessment.

Consigned Items

1. s the reserve stock of consigned items maintained under dual-employee control?

2. Are working supplies kept to a reasonable minimum, e.g., two or three days’ supply, and
adequately prot: during banking hours?

3. Areinventory do assigned?

4. Is a log maintained§or cBpsigned items that lists item numbers, the employees
performing the transagtions, rification by employees independent of the
transaction?

5. Are working supplies put in the @ank vadlt at night and over weekends and holidays, or
are the supplies otherwise protected? /

Other Customer Services @

Safe Deposit Boxes O

1. Has bank counsel reviewed and approved the agreeme cOmgract that covers the rental,
use, and termination of safe deposit boxes?

2. Is asigned agreement or contract on file for each safe depo @ se?

3. Is an acknowledgment of receipt of all property and a release of liability signed upon
rental termination?

4. Has the bank adopted a standard fee schedule for this service?

5. Is each safe deposit box log signed in the presence of a designated employee and the time
and date of access noted?

6. Is the safe deposit box log maintained on a system to show access?

7. Do policies and procedures prohibit employees from helping the customer look through

the contents of a box?
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8. Are all safe deposit box viewing areas examined by a bank employee after being used but
before being assigned to another renter, to be sure the previous person did not leave
behind anything of value?

9. Are all collections of rental income recorded when received?

10. If a customer is delinquent in rental fees, is the safe deposit box flagged so that access is
withheld until the rent is paid?

11. Does the bank’s rental agreement or contract address appropriate action that the bank
may take in the case of nonpayment of the rental fee?

12. In the case of nonpayment of the rental fee, do two bank employees witness the opening
of the safe deposibox? Are the contents of opened boxes inventoried, packed, and
placed in the er dual control of at least two bank employees?

13. Are the bank’s kgys t eposit boxes maintained under dual-employee control?

14. Does the bank refuseso hold afe deposit box keys for customers renting such boxes?

15. After the customer is finis it ox for each transaction, does the bank employee
lock the safe deposit box, returnghe cust@mer’s key to the customer, and remove the

master key from the box? /
16. Are locks changed when boxes are suffeng€re?

Messenger Services Q
1. If bank employees use messenger services to sen ilems, are the employees

documenting the items and obtaining written receipt

2. Are appropriate accounting entries made?
Conclusion

1. s the foregoing information an adequate basis for evaluating internal controls in that
there are no significant additional internal auditing procedures, accounting controls,
administrative controls, or other circumstances that impair any controls or mitigate any
weaknesses indicated above? (Explain negative answers briefly and indicate conclusions
as to their effect on specific examination or verification procedures.)

2. Based on the answers to the foregoing questions, determine if internal controls for
consigned items and other customer services are considered (strong, satisfactory,
insufficient, or weak).
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